5.2.3. Phan tich rdi ro san pham (Product Risk Analysis) %

Muc tiéu: Nhan biét rii ro san pham - tap trung nd luc kiém thir - gidm thiéu rdi ro con lai (residual risk).

Né&n bat dau cang sém cang tét trong vong dsi phat trién (SDLC).

Phan tich rdi ro san pham gém hai buéc chinh:

Budc 1: Nhan dién rui ro (Risk Identification)

Tao ra danh sach rii ro toan dién bing céc k¥ thuat:

Ky thuat Mb ta

Nhom cung liét ké moi rui

Pong ndo (Brainstormin R
°ng ( 9) ro cé thé nghira

Budi lam viéc cé cau tric

HGi thao (Workshops) L
véi nhiéu bén lién quan

Hoi truc tiép chuyén gia

Phoéng van (Interviews) .
hoac stakeholder

Biéu dd nguyén nhan - két qua S6 d6 xudng céa phan tich
(Cause-effect diagram) nguyén nhan géc

Budc 2: Banh gia rui ro (Risk Assessment)
Sau khi nhan dién - phan loai, xac dinh mific do, vu ti€n cac rui ro.

Hai cach tiép can danh gia:

Céach tiép can Céch lam
Pinh lugng MUc d6 rli ro = Xac suat x Tac déng
(Quantitative) (dlng con sd)
Pinh tinh DUng ma tran rai ro (risk matrix) vai
(Qualitative) mic Cao/Trung binh/Thap

Vidu

Team QA + Dev + BA ngbi lai liét
ké: "module ndo dé 16i nhat?"

Workshop véi khach hang dé xac
dinh tinh ndng nao quan trong
nhat

Phéng van DBA: "database hién tai
¢ rli ro gi vé hiéu ndng?"

V& fishbone diagram cho van dé
"thdi gian phan héi cham"

Vi du

Xac suat = 0.7, Tac déng = 8 >
MUrc do = 5.6

X4c suat: Cao x Tac dong: Cao -
MUc d6: Nghiém trong

Tai sao can phan loai? Vi cac rui ro ciing danh muc thudng cé thé giam thiéu bang céch tiép can

tuong tu. Vi du: céc rui ro vé bdo mat déu cén penetration testing.

Két qua phan tich rdi ro dung dé lam gi?

Ung dung Vi du cu thé
Xac dinh pham vi kiém thir (test scope) RUi ro thap - test it; rli ro cao - test k§
Xac dinh muc dd kiém thir va loai hinh RUi ro bao mat - céan security testing & muc system
kiém thir (test levels & types) test
Chon k¥ thuat kiém thif va d6 bao phu RUi ro cao = dung k¥ thuat k§ han nhu decision

(coverage) coverage thay vi chi statement coverage



Udc lugng nd luc kiém thir (test effort)

Uu tién kiém thif (test prioritization)

Xac dinh hoat ddng bd sung ngoai kiém thr

Module thanh toén rii ro cao - phan bd 40% effort
téng

Test module thanh toan trudc, test trang "About Us"
sau

Code review, pair programming dé giam 15i tir géc

5.2.4. Kiém soat rui ro san pham (Product Risk Control) ©

Sau khi phan tich xong - thuc hién céc bién phap tng phé. Gom hai hoat dong:

Hoat dong Muc dich Vidu
Giam thiéu rai ro Thuc hién hanh déng dé giam Viét thém test case cho module thanh
(Risk mitigation) murc do ruiro toan, thuc hién code review
Giam sat rui ro (Risk Theo doi hiéu qua, cap nhat Sprint review phat hién: tich hgp API mgi
monitoring) dénh gia, phat hién rai ro mgi phat sinh rdi ro chua cé trong danh sach

Cac phudng an (‘ng pho rui ro (Risk Response Options)

Phudng an Y nghia Vidu

Giam thiéu (Mitigate)

Chap nhan (Accept)

Kiém thir dé giam kha ning Test ki module thanh toan véi
hodc tac dong nhiéu kich ban

Biét rli ro nhung quyét dinh L&i Ul nho trén trinh duyét it ngusi
khéng hanh déng dung - chap nhan

Mua bao hiém, thué bén th( ba

Chuyén giao (Transfer Chuyén rti ro cho bén khac

yeng ( ) y chuyén security audit
Lap ké hoach dy phong Chuén bj s&n phudng an néu Néu server sap - cé hé théng
(Contingency plan) rdi ro xay ra backup tu déng chuyén déi

Cac hanh dong giam thiéu ri ro bang kiém thir

Hanh dong

Chon tester cé kinh nghiém phu hgp

Ap dung mifc dé doc lap kiém thir phi hop
Thuc hién danh gia (reviews) va phan tich
tinh (static analysis)

Ap dung k¥ thuat kiém thif va d6 bao phu
phu hgp

Vidu

RUi ro bdo mat - giao cho tester cé ching chi
security

RUi ro cao - team test doc lap (khong phai dev ty
test)

Review code module thanh toan truéc khi test dong

RUi ro cao = boundary value analysis + 100% branch

coverage



, L. e L RUi ro hiéu nang - performance testing; rdi ro UX -

Ap dung loai hinh kiém thi phu hgp - .
usability testing

Thuc hién kiém thir dong + kiém thif hoi Sau mdi ban fix > chay regression test dé dam bao

quy khdng phat sinh 18i mai

& Téng k&t ludéng quan Iy rdi ro san phdm: Nhan dién > Pénh gia (phén loai, xac dinh mic d6, uu
tién) - Giam thiéu (kiém th(;, review...) > Giam sat (theo ddi, cap nhat) - quay lai danh gid néu cé rai
ro mdi.

M&t sb ghi chu

e Tailiéu dich tir sdch goc ISTQB Foudation v4.0.1 sang tiéng Viét, nham muc dich giam rao can tiép
can céc kién thic vé testing t8i cong dong tester Viét Nam néi chung va cac anh chi em muén tim
hiéu vé testing ndi riéng

e Tailiéu cd gang dich nhiéu nhat cac tU tiéng Viét dé ban doc khong phai tra tir dién trong qua trinh
doc (VD: defects dich Ia khuyét tat phan mém).

e Du &n phi Igi nhuan, ban cé thé thoai mai st dung ban dich, chia sé va stfa déi néu can thiét.

e C6 gdp y cho du &n, ban cé thé submit gép ¥ qua link nay nha:
https://go.betterbytesvn.com/sharing-documentation-feedback.

e Ban dich dudc thuc hién bdi tac gia DS Minh Phong. Ban cé thé gii I8i cam on/feedback/ donate t6i
tac gia théng qua céac hinh thic:

o Dang ky kénh Youtube: https://www.youtube.com/@hoctest com
o Follow Fanpage: https://www.facebook.com/hoctest/

o Tham gia group Playwright Viét Nam trén Facebook:
https://www.facebook.com/groups/playwright.automation.test

o Donate cho tac gia: https://academy.betterbytesvn.com/donate-cho-chung-minh/

o Facebook cd nhan tac gia: https://www.facebook.com/dominhphong.18/

Xin chan thanh cam on ban, vi da quan tam t4i tai liéu "
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